
 
 

 Trust Headquarters 
Russells Hall Hospital 

Dudley 
West Midlands 

DY1 2HQ 

                                                                                                                           

 

FREEDOM OF INFORMATION ACT 2000 - Ref: FOI/011046 

 

With reference to your FOI request that was received on 10/01/2012 in connection with 'Policies on handling 
enquiries about patients'. 

 

 

Please find attached information regarding the release of person identifiable information from the Trust, to include 
releasing information to the Police. 

 

 

 
 
Further information about your rights is also available from the Information Commissioner at: 
 
Information Commissioner 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire SK9 5AF 
Tel: 0303 123 1113 
Fax: 01625 524510 
www.ico.gov.uk 
 
Yours sincerely 
 
Information Governance Manager 
Room 34a, First Floor, Esk House, Russells Hall Hospital, Dudley, DY1 2HQ 
Email: FOI@dgh.nhs.uk 

 

 

 

 

 

mailto:FOI@dgh.nhs.uk


 

 

 



THE DUDLEY GROUP OF HOSPITALS NHS FOUNDATION TRUST 
ACCESS TO HEALTH RECORDS POLICY 
 
 
1.  Introduction 
 
This is a policy document setting out the guiding principles for the processing of 
requests for access to health records. The Dudley Group of Hospitals NHS 
Foundation Trust will adopt and abide by the guidance set out in this policy. 
 
Individuals have a right to apply for access to health information held about them 
and, in some cases, information held about other people. The main legislative 
measures that give rights of access to health records include:  
 
 The Data Protection Act 1998 - rights for living individuals to access their own 

records. The right can also be exercised by an authorised representative on the 
individual’s behalf.  

 
 The Access to Health Records Act 1990 - rights of access to deceased patient 

health records by specified persons.  
 
 The Medical Reports Act 1988 - right for individuals to have access to reports, 

relating to themselves, provided by medical practitioners for employment or 
insurance purposes. 

 
 
2.  Duties and Responsibilities 
 
2.1 It is the responsibility of the Patient Administration Manager to implement 

this policy in compliance with the relevant legislation and best practice 
guidelines. The Patient Administration Manager reports on implementation 
to the Health Records Steering Group. 

 
2.2 It is the responsibility of the Access Team to ensure that all access requests 

are dealt with promptly and accurately, following the guidelines and 
deadlines set out in this policy. 

 
2.3 It is the responsibility of all Trust staff to be aware of the basic requirement  

that requests for access to health records should be referred directly to the 
Access Team within Health Records (at Centafile) without delay. 
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3.  The Data Protection Act 1998 (DPA) 
 
3.1 The Data Protection Act 1998 (DPA) became effective from 1st March 2000, 

and superseded the Data Protection Act 1984 and the Access to Health 
Records Act 1990. The exception to this is the records of the deceased 
persons, which are still governed by the Access to Health Records Act 
1990. 

 
3.2 The DPA gives individuals (known as data subjects), or their authorised 

representative, the right to apply to see certain personal data held about 
them, including health records. These rights are known as “subject access 
rights”, and are contained in sections 7, 8 and 9 of the Act.  

 
3.3 Data Protection legislation defines a health record as a record consisting of 

information about the physical or mental health or condition of an identifiable 
individual made by or on behalf of a health professional in connection with 
the care of that individual.  

 
3.4 A health record can be recorded in computerised or manual form or in a 

mixture of both. It may include such things as; hand-written clinical notes, 
letters to and from other health professionals, laboratory reports, 
radiographs and other imaging records e.g. X-rays and not just X-ray 
reports, printouts from monitoring equipment, photographs, videos and tape-
recordings of telephone conversations.  

 
3.5 Data Protection legislation is not confined to health records held for National 

Health Service purposes. It applies equally to all relevant records relating to 
living individuals; this includes the private health sector and health 
professionals’ private practice records.  

 
3.6 Responsibility for dealing with an access to health record request lies with 

the data controller. In this instance the data controller is the Trust. 
 
 
4.  Receiving an access request under the DPA 
 
4.1 A request for access to health records in accordance with the DPA (subject 

access request) should be made in writing, which includes by email, to the 
data controller. However, where an individual is unable to make a written 
request it is the Department of Health view that in serving the interest of 
patients it can be made verbally, with the details recorded on the individual’s 
file.  
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4.2 The requester should provide enough proof to satisfy the data controller of 
their identity and to enable the data controller to locate the information 
required. If this information is not contained in the original request the data 
controller should seek proof as required. Where requests are made on 
behalf of the individual patient the data controller should be satisfied that the 
individual has given consent to the release of their information.  

 
4.3 As good practice the data controller may check with the applicant whether 

all or just some of the information contained in the health record is required 
before processing the request. This may decrease the cost for the applicant 
and eliminate unnecessary work by staff. However, there is no requirement 
under the Act for the applicant to inform the data controller of which parts of 
their health record they require.  

 
4.4 Where an access request has previously been met the Act permits that a 

subsequent identical or similar request does not have to be fulfilled unless a 
reasonable time interval has elapsed between.  

 
4.5 When the necessary information and the fee (where relevant) are obtained, 

the request should be date stamped, logged on the central database 
(spreadsheet) and complied with within 21 days where possible. However 
the DPA requires access requests to be complied within forty days, and in 
exceptional circumstances where it is not possible to comply within this 
period the applicant should be informed.  

 
4.6 Once the information has been logged the appropriate health professional 

should be consulted. The Data Protection (Subject Access Modification) 
(Health) Order 2000 sets out the appropriate health professional as the 
following:  

 
 the health professional who is currently, or was most recently, 

responsible for the clinical care of the data subject in connection with the 
information which is the subject of the request and should advise that the 
medical records are safe to be released to the patient; or 

 
 where there is more than one such health professional, the health 

professional who is the most suitable to advise on the information which 
is the subject of the request.  

 
 
5.  Situations where information may be limited or denied  
 
5.1 The Data Protection (Subject Access Modification) (Health) Order 2000 

enables the data controller to limit or deny access to an individual’s health 
record where;  
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a) the information released may cause serious harm to the physical or 
mental health or condition of the patient, or any other person, or  

 
b) access would disclose information relating to or provided by a third 

person who has not consented to that disclosure unless:  
 The third party is a health professional who has compiled or 

contributed to the health records or who has been involved in the 
care of the patient.  

 The third party, who is not a health professional, gives their 
consent to the disclosure of that information.  

 It is reasonable to disclose without that third party’s consent.  
 
 
6.  Fees 
 
6.1 The DPA states that fees for a subject access should be paid in advance, 

but in the interest of providing a helpful service to patients, the Trust may 
request the fee at the release stage of the access request.  

 
6.2 The Data Protection (Subject Access) (Fees and Miscellaneous Provisions) 

Regulations 2000 sets out the fees a patient may be charged to view their 
records or to be provided with a copy of them. These are summarised 
below:  

 
To provide copies of patient health records the maximum costs are:  
 
Health records held electronically: up to a maximum £10 charge.  
 
Health records held in part electronically and in part on other media (paper, x-ray 
film): up to a maximum £50 charge.  
 
Health records held totally on other media: up to a maximum £50 charge.  
 
All these maximum charges include postage and packaging costs. Any 
charges for access requests should not be made in order to make a financial 
gain.  
 
To allow patients to view their health records (where no copy is required) the 
maximum costs are:  
 
Health records held electronically: a maximum of £10  
 
Health records held in part on computer and in part on other media: a maximum of 
£10  
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Health records held entirely on other media: up to a maximum £10 charge, unless 
the records have been added to in the last 40 days in which case there 
should be no charge.  
 
Note: if a person wishes to view their health records and then wants to be provided 
with copies this would still come under the one access request. The £10 maximum 
fee for viewing would be included within the £50 maximum fee for copies of health 
records, held in part on computer and in part manually. 
 
 
7.  Parental access 
 
7.1 Normally a person with parental responsibility will have the right to apply for 

access to their child’s health record. However, in exercising this right a 
health professional should give careful consideration to the duty of 
confidentiality owed to the child before disclosure is given.  

 
7.2 Included in the parental rights which would fulfil the parental responsibilities 

above are:-  
 

 Having the child live with the person with responsibility or having a say in 
where the child lives  

 
 If the child is not living with her/him, having a personal relationship and 

regular contact with the child.  
 

 Controlling, guiding and directing the child’s upbringing  
 
7.3 The law regards young people aged 16 or 17 to be adults in respect of their 

rights confidentiality. Children under the age of 16 who have the capacity 
and understanding (‘Gillick Competent’) to take decisions about their own 
treatment are also entitled to decide whether personal information may be 
passed on and generally to have their confidence respected. However, good 
practice dictates that the child should be encouraged to involve parents or 
other legal guardians in their healthcare.  

 
 
8.  Patients living abroad 
 
8.1 Former patients living outside of the UK who had treatment in the UK have 

the same rights under the DPA to apply for access to their UK health 
records. Such a request should be dealt with as someone making an access 
request from within the UK.  
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8.2 Original health records should not be given to patients to keep/take to a new 
GP outside the UK. In instances when a patient moves abroad a GP may be 
prepared to provide the patient with a summary of the patient’s treatment. 
Alternatively, the patient is entitled to make a request for access to their 
health records under the DPA to obtain a copy.  

 
 
9.  Release stage 
 
9.1 Once the relevant fee has been paid copies of the relevant parts of the 

health record should be provided to the patient or their representative. 
Alternatively, a date should be set for the relevant records to be viewed.  

 
9.2 If information has been denied or restricted by the data controller an 

explanation for this does not have to be given to the data subject. However, 
the data controller should record their justification for restricting access.  

 
9.3 Where the information is not readily intelligible to the patient, an explanation 

(e.g. of abbreviations or medical terminology) must be given.  
 
9.4 If consent has not been satisfied from details about a third party contained 

within the patient’s health records, then information should still be disclosed 
without revealing the identity of the third party. The DPA 98 suggests that 
this might be done by omitting names and identifying particulars from the 
records and care should be taken to ensure that the information if released 
is genuinely anonymous. 

 
9.5 Whilst the Data Protection Act 1998 allows a patient or their authorised 

representative to be supplied with a copy of a medical record, it does not 
require that you give the patient or their representative the original health 
records to keep. It is strongly recommended the Trust do not allow original 
notes to be sent to patients or their representative because of the potential 
detriment to patients should the records be lost and for medico-legal 
purposes. 

 
9.6 If it is agreed that the patient or their representative may directly inspect 

their health records, it should be considered whether access should be 
supervised by a health professional or a lay administrator. A lay 
administrator is a neutral person who can oversee the viewing and ensure 
that the record remains safe. In these circumstances the lay administrator 
must not comment or advise on the content of the record. If the applicant 
raises queries an appointment with a health professional should be offered.  
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10.  Deceased patients 
 
10.1 The Access to Health Records Act (AHRA) 1990 provides certain individuals 

with a right of access to the health records of a deceased individual. These 
individuals are defined as, ‘the patients personal representative and any 
person who may have a claim arising out of the patients death’. A personal 
representative is the executor or administrator of the deceased person’s 
estate.  

 
10.2 The personal representative is the only person who has an unqualified right 

of access to a deceased patients record and need give no reason for 
applying for access to a record. Individuals other than the personal 
representative have a legal right of access under the Act only where they 
can establish a claim arising from a patient’s death.  

 
10.3 Record holders must satisfy themselves as to the identity of applicants who 

should provide as much information to identify themselves as possible. 
Where an application is being made on the basis of a claim arising from the 
deceased’s death, applicants must provide evidence to support their claim. 
Personal representatives will also need to provide evidence of identity.  

 
 
11.  Amendments 
 
11.1 Credible records are an important aid in providing safe healthcare to 

patients. Records should reflect the observations, judgements and factual 
information collected by the contributing health professional. The DPA fourth 
principle requires that information should be accurate and kept up-to-date. 
This provides the legal basis for enforcing correction of factual inaccuracies. 
An opinion or judgement recorded by a health professional, whether 
accurate or not, should not be deleted. Retaining relevant information is 
essential for understanding the clinical decisions that were made and to 
audit the quality of care.  

 
11.2 If a patient feels that information recorded on their health record is incorrect, 

they should first make an informal approach to the health professional 
concerned to discuss the situation in an attempt to have the records 
amended. Where both parties agree that information is factually inaccurate it 
should be amended to clearly display the correction whilst ensuring that the 
original information is still legible. An explanation for the correction should 
also be added.  

 
11.3 Where the health professional and patient disagree about the accuracy of 

the entry, the Department of Health recommends that the data controller 
should allow the patient to include a statement within their record to the 
effect that they disagree with the content.  
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12.  Disproportionate Effort 
 
12.1 The term “disproportionate effort” is not defined in the DPA. In assessing 

what does or does not amount to disproportionate effort the starting point 
must be that data controllers are not generally exempt from providing the 
fair processing information because they have not obtained data directly 
from the data subject. 

 
12.2 What does or does not amount to disproportionate effort is a question of fact 

to be determined in each and every case. 
 
12.3 In deciding this, the Information Commissioner will take into account a 

number of factors, including the nature of the data, the length of time and 
the cost involved to the data controller in providing the information. The fact 
that the data controller has had to expend a substantial amount of effort 
and/or cost in providing the information does not necessarily mean that the 
Commissioner will reach the decision that the data controller can 
legitimately rely upon the disproportionate effort ground. In certain 
circumstances, the Commissioner would consider that a quite considerable 
effort could reasonably be expected. The above factors will always be 
balanced against the prejudicial or effectively prejudicial effect to the data 
subject and in this respect a relevant consideration would be the extent to 
which the data subject already knows about the processing of his personal 
data by the data controller. 

 
 
13.  Complaints 
 
13.1 If a patient is unhappy with the outcome of their access request, (such  

examples may include, information withheld from them or they feel their  
information has been recorded incorrectly within their health record). To help 
rectify the complaint, the patient should be encouraged to go through the 
following channels:- 
 
a) The health professional may wish to have an informal meeting with 

the individual in the hope to resolve the complaint locally. 
 

b) If the health professional feels that they cannot do anything for the 
patient locally, the patient should be advised to make a complaint 
through the NHS Complaints procedure (refer to the Trust Complaints 
Policy). Alternatively, they can be referred to the Patient Advisory 
Liaison Service (PALS). 
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c) Ultimately, the patient may not wish to make a complaint through the 
NHS Complaints Procedure and take their complaint direct to the 
Information Commissioners Office, it they believe the NHS is not 
complying with their request in accordance with the DPA.  

 
d) Alternatively, if the patient wishes to do so, they may wish to seek 

legal independent advice to pursue their complaint. 
 
 
14.  Process for monitoring compliance 
 
14.1 All requests will be logged on the central database (spreadsheet) by the 

Access Team and monthly figures reported to the Patient Administration 
Manager. 

 
14.2 The Patient Administration Manager will report the central database 

(spreadsheet) figures to the Health Records Steering Group on a quarterly 
basis. 

 
 
15.  References 
 
 Department of Health 

Guidance for Access to Health Records Requests 
February 2010 

 
 The Dudley Group of Hospitals NHS Trust 

Policy for Access to Health Records under the Date protection Act 1998 
September 2005 

 
Originator:  Patient Administration Manager, (Health Records – 

Clinical & Specialist Support Services Directorate)  
 
Approving Committee:   Patient Safety Committee 
 
Date of Ratification:  May 2010 
 
Date of Review:   May 2012  
 
Policy Supersedes:  This policy replaces the Policy for Access to Health 

Records under the Data Protection Act 1998 dated 
September 2005 

 
Equality Screened:  Y / N Date:   April 2010 
 
Equality Impact Assessment: Y / N / NA 
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THE DUDLEY GROUP OF HOSPITALS  
 
Appendix 1 
Data Protection Act 1998 - The Eight Principles  
 
1. First Principle  
“Personal data shall be processed fairly and lawfully and, in particular, shall not be 
processed unless –  
 
 at least one of the conditions in Schedule 2 is met; and  
 in the case of sensitive personal data, at least one of the conditions in Schedule 

3 is also met.”  
 
2. Second Principle  
“Personal data shall be processed for one or more specified and lawful purposes, 
and shall not be further processed in any manner incompatible with that purpose or 
those purposes”. 
  
3. Third Principle  
Personal data shall be adequate, relevant and not excessive in relation to the 
purpose or purposes for which they are processed”.  
 
4. Fourth Principle  
“Personal data shall be accurate and, where necessary, kept up to date”.  
 
5. Fifth Principle  
“Personal data processed for any purpose or purposes shall not be kept for longer 
than is necessary for that purpose or those purposes”.  
 
6. Sixth Principle  
“Personal data shall be processed in accordance with the rights of data subjects 
under this Act”.  
 
7. Seventh Principle  
“Appropriate technical and organisational measures shall be taken against 
unauthorised or unlawful processing of personal data and against accidental loss 
or destruction of, or damage to, personal data”.  
 
8. Eighth Principle  
“Personal data shall not be transferred to a country or territory outside the 
European Economic Area, unless that country or territory ensures an adequate 
level of protection of the rights and freedoms of data subjects in relation to the 
processing of personal data”. 
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Disclosure of Personal Information to the Police  
 

What is personal Information? 
 
Personal information is any data, such as physical, physiological, mental, economic, 
political, religious or social factors, which relate to living identifiable individuals. 
  
Personal/Patient identifiers include: 
 

 Forename   Hospital number (NHS number) 

 Surname  Occupation 

 Date of Birth  Sex 
 

Or a combination of the above 
 
Under the Data Protection Act 1998 and NHS Caldicott guidance you are under a duty 
to keep personal/patient information confidential and secure. There are however 
certain exemptions.  
 

Should I disclose personal information to the Police?  
 
No ….not unless that person or patient has given their consent 
 
HOWEVER under the  
 
Prevention of Terrorism Act (1989) and Terrorism Act (2000) 
If you have gained information (including personal information) about terrorist activity 
you MUST inform the police. 
 
The Road Traffic Act (1988) 
You have a duty to inform the Police, when asked, the name and address of any driver 
who is allegedly guilty of an offence under the Act; you should not disclose any clinical 
information. 
 
The Police and Criminal Evidence Act (1984) 
You can pass on information to the Police if you believe that someone may be 
seriously harmed or death may occur if the Police are not informed. Serious arrestable 
offences include murder, rape, kidnapping and causing death by dangerous driving. 
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Children’s Act 1989 
 
Section 70 of the Act requires you to pass information to the police or Social Services 
upon request with regard to Child Protection issues.  Again the production of a WA170 
by Police officers or an official written request for information from Social Services must 
be received prior to the disclosure of information. 
 
Information should be passed to the appropriate authorities if a case of child abuse is 
suspected, this should be properly documented and in accordance with the appropriate 
procedure. 

 
Other circumstances where disclosure to the Police is permitted 
 
The Police may seek personal information under an exemption of the Data Protection 
Act 1998. A Section 29(3) exemption is used when making enquires which are 
concerned with: 
 
a) the prevention and detection of crime or  
b) the apprehension or prosecution of offenders 
 

 The Police will need to produce a WA170 form requesting the information, which 
has been signed by a Police Inspector. 

 

 You do not have to supply the information, unless you consider it to be 
appropriate,  

Things to consider when making that judgment: 

 Without disclosure, would the task of preventing, detecting or prosecuting 
the crime be seriously prejudiced or delayed? 

 Is the information limited to what is strictly relevant to a specific 
investigation?  

 Are there satisfactory undertakings that the information will not be passed 
on or used for any purpose other than for the present investigation? 

 You must comply if the Police issue you with a formal court order giving them 
the right of access to the patients’ personal information. 

 

 You should not feel pressurised or intimidated into giving information just 
because the police have requested it, it is perfectly reasonable to ask the 
reasons why the information is needed and exactly what is required before 
deciding whether it is appropriate for information to be released.  
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Important Notes: 
 
Where the patient has given consent to the release of the information make sure you 
have proof of this, such as a signed consent form, and make sure you only give the 
minimum information to satisfy the request. 
 
You should seek advice from a colleague when making a decision regarding disclosure 
and ensure you record your reasoning and any decisions made.  
 
If in any doubt about disclosure, contact your Departmental Manager, Caldicott 
Guardian or the Information Governance Manager (Ext. 1208) 
      


