
FOI 011384 
Please find the responses to your request attached and below: 
Part 1: About your wired Ethernet network: 
1. How many patient beds are there at your hospital? 
Please see attachment 011333 
2. How many, or roughly what percentage, of these patient beds have a dedicated network 
connection, in 
other words an Ethernet data port or socket installed specifically for that bed? 
none 
3. Of these network-connected patient beds, on average, how many dedicated Ethernet data 
ports or 
sockets does each bed have? 
N/A 
4. What type of applications can patients access over these Ethernet data ports e.g. internet 
access, 
television etc.? 
N/A 
5. Do you provide a separate infrastructure for providing services such as television to patient 
beds? 
No, but planned. 
Patients can access 14 pre-programmed radio and TV sound at the bedside 
Dudley Hospital Radio, Radio 2, Smooth Radio, Radio 4, Five Live, Heart FM, Classic FM, Free 
Radio, BBC Asian 
Network, BBC1, BBC2, ITV central, Channel 4 and Channel 5 
6. Are patients and visitors permitted to connect their own laptop to the hospital network via 
these 
Ethernet data sockets? 
no 
7. Roughly, how many extra Ethernet data ports or sockets have you added to patient 
bedsides over the 
past three years – from January 2010 to December 2012? 
none 
8. How much did it cost to install these Ethernet data ports or sockets, including all associated 
switches 
and network cabling, over the past three years – from January 2010 to December 2012? 
N/A 
9. How often do your records show any unauthorised device was connected to the hospital 
network via 
one of these Ethernet data ports during the past three years – from January 2010 to December 
2012? 
N/A 
10. What technology do you have in place to detect unauthorised access to the hospital 
network via Ethernet 
data ports at patient beds? 
N/A 
11. How many individual medical devices that can be connected to the hospital network does 
your hospital 
have on site? 
250 
12. How many, or roughly what percentage, of these medical devices are WiFi enabled, in 
addition to being 
Ethernet-enabled? 
10% 
Part 2: About your wireless network: 
13. In what year did your hospital first install a private wireless (WiFi) network to connect 
medical devices to 
the network? 
2005 
14. How often do your records show any unauthorised wireless device was connected to the 
hospital’s 



private WiFi network during the past three years – from January 2010 to December 2012? 
None – security prevents access 
15. What technology do you have in place to detect unauthorised access to the hospital’s 
private WiFi 
network? 
Whole suite of security solutions firewall , software configuration AD etc 
16. What is the total number of individual devices your private WiFi network can manage at 
any given time? 
3000 
17. Do you offer WiFi network access to patients and their visitors? 
Not yet but will within 12 months via separate private network 
18. Are you allowing hospital staff to utilise personally owned devices on the hospital’s private 
WiFi 
network? 
yes 
19. Do you provide different types of access for different users on your WiFI network, i.e guest 
access, 
patient access or clinical staff access? 
yes 
20. Does your hospital have a Bring Your Own Device (BYOD) policy? 
yes 
21. Is your IT director (or equivalent) happy with the coverage and capacity of your hospital’s 
private WiFi 
network? 
yes 
22. When was your hospital private WiFi network last upgraded? 
ongoing 
23. What WiFi brands have you purchased? 
Cisco 
24. Does your hospital employee a Clinical Chief Information Officer (CCIO)? 
The Trust has a Senior Information Risk Owner, a Caldicott Guardian (Clinical staff) and an Associate 
Director of IT 


